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Overview

Globalization has made it easier for multinational corporations (MNCs) to shift profits and book
revenues in offshore jurisdictions as a method to minimize their tax liabilities.

Prior to the passage of the 2017 U.S. tax law, estimates pegged offshore profits of U.S. companies at
$2.6 trillion with a deferred tax liability of more than $750 billion.? Using data from the Bureau of
Economic Analysis (BEA), Professor Kim Clausing recently found that revenue losses from annual profit
shifting grew from just under $20 billion in 2000 to nearly $120 billion in 2015. 2

As governments around the world begin to crack down on aggressive offshore tax avoidance, numerous
companies find themselves in the crosshairs of tax authorities. Alphabet (Google),® Amazon,* Apple,®
Caterpillar,® Gap,” Facebook,® Hewlett-Packard,’ McDonalds,° Microsoft,! Shell,'? and Starbucks®® have
all faced penalties or are in disputes with tax authorities over their aggressive tax avoidance practices.

The new tax law will do little to change the risk factors. While Congress eliminated deferral of taxes for
profits booked offshore, the new 50% (or greater) discount on the overseas rate creates a powerful new
incentive to move money overseas. **

For policymakers, investors, and other stakeholders to better understand how the tax laws operate in
practice, there is a need for public country-by-country reporting (CbCR) of certain revenue, profit, tax,
and other information for multinational corporations (MNCs). At a minimum, to effectively identify and
appreciate the impacts of international tax-related information on a company’s performance and
valuation, companies should report on a country-by-country basis:

e profit or loss before taxes;

e income tax accrued for the current year;

e revenues from unrelated parties, related parties, and in total;
e income tax paid (on a cash basis);

o effective tax rate;

e stated capital;

e accumulated earnings;

e number of employees; and

e tangible assets other than cash or cash equivalents.
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Larger companies, companies with annual revenues above $850 million, already report much of this
information to the Internal Revenue Service (IRS). As such, the information is available. One question
that has been raised is whether disseminating that information or similar information would reveal
company trade secrets. It would not.

Background

Country-by-country reporting, or CbCR, is one of the Base Erosion and Profit-Shifting (BEPS) measures
agreed to by the member states that comprise the Organization for Economic Cooperation and
Development (OECD), of which the United States is a member. As part of the BEPS initiative, OECD
member nations have agreed to adopt legislation that requires large multinational
corporations/enterprises (MNCs or MNEs) — which comprise about 10% of internationally operating
companies — to disclose, on a country by country basis for the corporate group, certain information to
tax authorities in the parent company’s home jurisdiction. That information is then provided to tax
authorities in other countries upon request (in the case of the US, only to countries with which the US
has a tax treaty in place).

In the US, CbCR was implemented through regulations from the Department of the Treasury in 2016.%°
Those regulations require large US MNCs (earning at least $850 million in revenues per year) to disclose
the subsequent information to the IRS:

a) The following information to be presented as an aggregate of the information for all subsidiaries
resident in each tax jurisdiction:

a. Revenues generated from transactions with other subsidiaries.

b. Revenues not generated from transactions with other subsidiaries.

c. Total revenues.

d. Profit or loss before income tax.

e. Total income tax paid on a cash basis to all jurisdictions, and any withholding taxes on
payments to the subsidiaries.

f. Total accrued current tax expense recorded on taxable profits or losses.

g. Stated capital.

h. Total accumulated earnings.

i. Total number of employees on a full-time equivalent basis.

j. Net book value of tangible assets.

b) The following information to be reported entity-by-entity with respect to each subsidiary in the

MNE group:
a. Complete legal name of the subsidiary.
b. Tax jurisdiction where the subsidiary is resident for tax purposes (if any).

c. Tax jurisdiction where the subsidiary is organized or incorporated (if different from the
tax jurisdiction of residence).

d. Tax ID number used for the subsidiary by the tax administration of the subsidiary’s tax
jurisdiction of residence (if any).

e. Main business activity or activities of the subsidiary.®
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For many years, for a variety of reasons, some economists, accountants, investors, and policymakers
have contended that the majority of this information (and in some cases additional information) should
be disclosed publicly by MNCs. Many MNCs already disclose much of this information in the aggregate
on an MNC-wide basis in public filings with the Securities and Exchange Commission (SEC).

One concern over making such information public on a country-by-country basis is that doing so might
force MINCs to reveal trade secrets that would hurt their businesses. This briefing paper reviews the
nature and status of trade secrets under US law and whether CbCR disclosures by MNCs would result in
the disclosure of trade secrets that would be detrimental to their businesses.

What is a Trade Secret?

According to the Congressional Research Service, a “trade secret is confidential, commercially valuable
information that provides a company with a competitive advantage, such as customer lists, methods of
production, marketing strategies, pricing information, and chemical formulae.”” There is, however, no
single definition of trade secrets in US law. At the federal level, any federal trade secrets legislation
must comply with the definition that the US agreed to in the World Trade Organization (WTO)
Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) in 1994. TRIPS is one of the
foundational treaties of the WTO. Most countries in the world must also recognize trade secrets in this
same manner.

Trade secrets are one of four types of intellectual property recognized by US law. Unlike trademarks,
copyrights, and patents, however, trade secrets cannot be registered and do not go through any
government or other formal approval process to ensure that they will be recognized as intellectual
property owned by a specific person or entity. Instead, the intellectual property in trade secrets arises
from the nature of the “secret” and the measures taken by the company to protect that secret. Trade
secrets are recognized in the adjudication processes that occur when a person alleges that the property
that they believe to be, and have tried to protect as, their trade secret has been misappropriated by
another party.

The federal statute that renders the misappropriation of one’s trade secrets illegal is the Economic
Espionage Act (EEA), which was amended by the more recent Defend Trade Secrets Act of 2016 (DTSA).
In addition, the Uniform Law Commission?® published a model Uniform Trade Secrets Act (UTSA) in 1979
(amended in 1985), which the 50 US states can consider for use in their legal codes. The model
legislation, which has been transposed into law in 48 states, the District of Columbia, Puerto Rico, and
the US Virgin Islands, contains yet another definition of trade secrets.?® It is also important to note that
the federal law does not preempt any state laws. A claimant can sue either in federal or state court to
pursue a claim, so one must consider all three definitions — TRIPS, EEA (as amended by DTSA), and
UTSA.%

Each of these definitions is presented in Table 1 for review and reference.
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WTO Agreement on Trade-Related
Aspects of Intellectual Property
Rights (TRIPS) (1994)

Economic Espionage Act (1996),
as amended by the Defend
Trade Secrets Act of 2016
(showing amendments)

Uniform Trade Secrets Act
(1978/1985)

TRIPS does not use the term
“trade secrets” but instead
requires protection of
“undisclosed information,” which
is defined as information that:

1. “is secretin the sense that it
is not, as a body or in the
precise configuration and
assembly of its components,
generally known among or
readily accessible to persons
within the circles that
normally deal with the kind
of information in question;

2. has commercial value
because it is secret; and

3. has been subject to
reasonable steps under the
circumstances, by the person
lawfully in control of the
information, to keep it secret.

[Alll forms and types of
financial, business, scientific,
technical, economic, or
engineering information,
including patterns, plans,
compilations, program devices,
formulas, designs, prototypes,
methods, techniques,
processes, procedures,
programs, or codes, whether
tangible or intangible, and
whether or how stored,
compiled, or memorialized
physically, electronically,
graphically, photographically,
or in writing if—

a) the owner thereof has
taken reasonable
measures to keep such
information secret; and

b) the information derives
independent economic
value, actual or
potential, from not
being generally known
to, and not being
readily ascertainable
through proper means
by, thepuble another
person who can obtain
economic value from
the disclosure or use of
the information;

“Trade secret" means
information, including a
formula, pattern,
compilation, program,
device, method, technique,
or process, that:

(i)

derives independent
economic value, actual
or potential, from not
being generally known
to, and not being
readily ascertainable
by proper means by,
other persons who can
obtain economic value
from its disclosure or
use, and

is the subject of efforts
that are reasonable
under the
circumstances to
maintain its secrecy.

TRIPS Agreement, art. 39, para. 2.

18 U.S.C. §1839(3).
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A Four-Part Test

In practice, the three definitions (EEA, UTSA, and TRIPS) are extremely similar. They each require that
the “information” claimed to be a trade secret is (1) certain types of information, (2) not generally
known outside the company, (3) derives economic value from being secret, and (4) is subject to
reasonable measures taken to keep the information secret. To be considered a trade secret under
federal law, CbCR information must meet each of these criteria. One element in particular, however,
demonstrating that corporations derive economic value from keeping CbCR information secret, would
be extremely difficult to establish, thus indicating that CbCR information does not qualify as a trade
secret.

Information

One practical difference between the EEA and UTSA definitions is that the EEA sets out an exhaustive list
of the specific types of information that may qualify as trade secrets, while the USTA refers generally to
any “information” as being eligible to become a trade secret and then provides a few examples.?
Despite the fact that the EEA sets out the universe of the specific types of information that can become
trade secrets, the list is very broad, including “all forms and types of financial, business, scientific,
technical, economic, or engineering information, including patterns, plans, compilations, program
devices, formulas, designs, prototypes, methods, techniques, processes, procedures, programs, or code”
as potential trade secrets. While the UTSA definition allows any “information” to become a trade
secret, the examples provided indicate an intention to cover a far narrower set of informational assets
than in the EEA, confined to “a formula, pattern, compilation, program, device, method, technique, or
process.” Despite the differences in the two definitions, given the broad reach of both, one can
conclude that CbCR information could be categorized a trade secret, because it is “information” under
the UTSA and is at least financial or business information under the EEA.

Not Generally Known Outside the Company

Whether the information required to be disclosed under CbCR is generally known outside the MNC can
differ greatly from one MNC to another. For publicly traded MNCs, for example, all significant
subsidiaries must be listed in their 10K filings, which are already publicly available on the SEC’s
Electronic Data Gathering, Analysis, and Retrieval (EDGAR) system. Whether they are earning revenues
in a given jurisdiction may be known, because their products or services are available in those markets
or their activities (for example, drilling for oil) will be evident. Even where an oil company takes great
pains to disguise through anonymous companies that the particular oil company is drilling or exploring
in a specific location, the industry generally knows where exploration or drilling is taking place, which is
the key “secret” one would be protecting. In contrast, some categories of CBCR information may be
unknown outside the company such as its profit or loss in a given jurisdiction, stated capital, or number
of employees. It is therefore an observable fact that at least some of the information required to be
disclosed under CBCR is not generally known outside of the covered corporations.

Derives Economic Value from Being Secret

The third criterium is whether the corporation derives economic value from keeping its CbCR
information secret. The facts indicate that, while an MNC may value the secrecy of CbCR information,
the corporation does not derive actual economic value (i.e. value generation) from that secrecy. The
inability of CbCR information to generate revenue — either for the corporation or its competitors —
indicates that CbCR information should not be treated as a trade secret.

FACTCOALITION

1225 Eye St. NW, Suite 600 | Washington, DC | 20005 | USA
+1 (202) 827-6401 | @FACTCoalition | www.thefactcoalition.org



Page 6 of 13

Consider the types of information usually treated as trade secrets. Client lists. Design details. The
process for manufacturing a high-performance drill bit. These are all examples of information
recognized by the courts as providing corporations with economic value when kept secret — they give
the corporation a competitive advantage in the marketplace because nobody else has that information.
If a competitor were to procure that information, it could also use it to generate revenues.

One strong indicator that a corporation derives economic value from a particular type of information it
has identified as a trade secret is if the corporation has conducted a specific valuation of that asset, and
accounts for it in the corporation’s financial reporting, typically as an intangible asset. Corporations can
obtain trade secret valuation services from third party experts or conduct their own assessments using
primers available on the internet. The factors typically considered in those valuations suggest, however,
that the information contained in CbCR disclosures should not qualify as trade secrets.

Donal O’Connell, Managing Director of Chawton Innovation Services, Ltd., and Oliver Treidler, Managing
Director of TP&C GmbH, begin their advice on valuing information assets by noting that under
Independent Accounting Standard 38, an intangible asset can be a trade secret “so long as it meets
three critical attributes—identifiability, control, and future economic benefit.”?> They explain that trade
secret valuations can be performed in anticipation or in the context of mergers, acquisitions,
bankruptcy, selling the IP, licensing, fair recovery and quantification of damages in the case of
misappropriation, raising capital, and for tax and accounting purposes, including correctly establishing
transfer prices between MNC group entities.

O’Connell and Treidler identify discounted cash flow (DCF) as one of the “key methodologies” used to
value trade secret assets and to establish their “future economic benefit.” Under DCF, “all future cash
flows associated with the trade secret asset are estimated and discounted by using cost of capital to give
their present values.”

In other words, the future economic benefit of a trade secret is determined by identifying and
calculating the future cash flows associated with the asset and discounting the cost of capital used to
create the trade secret.

When one reviews the types of information that must be disclosed under CbCR, however, they fail to
demonstrate a future economic benefit. They do not have a future income stream associated with
them. Nor would they generate income for a competitor who obtained the information. It would be
straining these concepts significantly to argue otherwise.

Examples include information depicting a corporation’s profits or losses, accumulated earnings, or
number of full-time employees on a country-by-country basis; none of those pieces of information has
an associated revenue stream — for the corporation or a competitor — in the same sense as a secret
client list or manufacturing process.

O’Connell and Treidler recommend that companies “provide a plausible documentation of their
assumptions in respect to the value” of a particular trade secret. They also identify a number of other
considerations to be taken into account in the valuation process, such as related investment outlays, the
anticipated period before a competitor is likely to discover the secret “through reverse engineering or
other proper means,” investment returns, the value of associated licenses or future sales, and prior use
rights. For the most part, these additional factors relate to revenue generation from the asset identified
as a trade secret.

FACTCOALITION

1225 Eye St. NW, Suite 600 | Washington, DC | 20005 | USA
+1 (202) 827-6401 | @FACTCoalition | www.thefactcoalition.org



Page 7 of 13

In contrast to the types of assets analyzed by the experts, it is difficult to see how an MNC could derive
that kind of value generation from disclosing the types of information required under CbCR. Nor could
corporations provide “plausible documentation” on the assumptions used to calculate the value of
keeping that CbCR information secret.

Three academics offer another trade secret valuation methodology, but it, too, fails to establish that
CbCR information should be treated as a trade secret. James Hoffman, Dean of New Mexico State
College of Business, Dr. Bradley Ewing, Chair of Free Enterprise at Texas Tech University’s Rawls College
of Business, and Dr. Mark Thompson, Associate Dean of Augusta College and Professor at its College of
Business, have collaborated on a lengthy article entitled, How Much Are Your Trade Secrets Worth?
Here’s How to Figure It Out.?* They focus their valuation of trade secrets on the financial consequences
that would follow if a trade secret were misappropriated. The authors reason that the enforcement of a
person’s IP rights focuses entirely on whether a trade secret exists, whether it was actually
misappropriated, and what economic damages were caused to the business as a result. The analysis
suggests that if theft of the claimed trade secret has no economic damage associated with it, the
company had no real trade secret to begin with.

The academics identify four different methods for evaluating the economic damages stemming from
misappropriated trade secrets. They are: 1) lost profits, 2) unjust enrichment, 3) reasonable royalty, and
4) transaction-specific reasonable royalty. In alignment with the earlier analysis, each of these forms of
damages relates to the trade secret as having an inherent value as a revenue driver.

Viewed from this valuation perspective, CbCR elements are not, in themselves, revenue drivers for an
MNC or its competitor. Disclosing a corporation’s profits, revenues, or tax payments on a country-by-
country basis would not, for example, help either the corporation or its competitor produce royalties or
demonstrate unjust enrichment.

Some may argue that while perhaps none of the CbCR elements alone are trade secrets, some elements,
taken together, would reveal trade secrets, such as providing insights into a corporation’s worldwide
business strategy or its decision to target a particular jurisdiction’s market. However, this contention
raises a series of questions: Which CbCR elements, taken together, would reveal the claimed trade
secret? Would it reveal a trade secret or simply open the door for a competitor to speculate about
matters related to the business? Would that competitor have been able to engage in similar speculation
using publicly available information? Does the claimed trade secret have independent economic value in
the manner discussed above, as a revenue driver for the corporation or a competitor? If so, how?
Again, it is difficult to prove that getting general information about where a corporation is doing
business or how profitable that market segment is will produce royalties or other revenues for the
owner of that information.

Some MNCs may be concerned that CbCR might allow a competitor, or perhaps a tax authority, to
determine how the corporation arranges its cash flow in order to avoid as much tax as possible. While
tax avoidance allows the firm to pay fewer taxes, competitors are just as likely to have their own tax
arrangements and are unlikely to profit from their competitor’s tax practices. In addition, as a matter of
policy, tax avoidance should not be considered a valid element of economic competition. The US
Congress reached that conclusion in 2011, when it adopted the Leahy-Smith America Invents Act and
prohibited the patenting of tax avoidance strategies.?* The legislative history notes that tax strategies
are derived from publicly available information, that all taxpayers have the same right to minimize their
taxes, and that “any future tax strategy will be considered indistinguishable from all other publicly
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available information.”? The US Patent and Trademark Office executed that policy determination in a
September 2011 rulemaking and does not allow tax strategies to be patented.?®

Measures Have Been Taken to Keep the Information Secret

Finally, in order to claim that information is a trade secret, the claimant must have taken measures to
keep the information secret. Whether enough measures have been taken is a facts and circumstances
test, but the reasonableness of the measures must be analyzed in light of the claimed value of the trade
secret. Examples of possible secrecy measures include limiting disclosure of the information to specific
people within the company, protecting it physically (using fences, electronic entry passes, prohibiting
cameras or cells phones in proximity) or through electronic measures, requiring non-disclosure
agreements from anyone with access to the information, or identifying the information by stamping it
confidential or proprietary or as information that cannot be imparted to future employers or for
personal use as part of an employment, termination, or other related contract.?’” The trade secret must
be identified as such, and a general confidentiality-of-everything agreement is unlikely, alone, to be
deemed a reasonable measure.

This factor also does not support treating CbCR information as a trade secret. An initial problem is
calculating the value of keeping the CbCR information secret so as to evaluate the reasonableness of the
secrecy measures taken; reliable calculations seem out of reach. Another problem is that the
corporation may have made some elements of the CbCR information public in another setting. For
example, many corporations like to boast on their websites or in their annual reports about the number
of countries they operate in, their profits in a given region, or how many jobs they have created in a
given country. In addition, many corporations may reveal at least some of the CbCR information on an
aggregated, world-wide basis. Such aggregated disclosures, which are subject to reverse engineering
(using other types of publicly available information including actual business operations in individual
jurisdictions), raise difficult questions as to whether a corporation took reasonable measures to keep
the country-by-country information secret.

Still another issue is whether taking steps to keep such information secret is irrelevant in the case of
information that does not rise to the level of driving revenue or producing economic value as a result of
its secret status, as discussed above.

Misappropriation of Trade Secrets

In addition to meeting the statutory definitions, another approach to determining what qualifies as a
trade secret can be found in how trade secret rights are enforced. In both the EEA and the UTSA, the
illegal act that can give rise to a claim for trade secret infringement is theft or “misappropriation.”
Misappropriation is considered to be broader than stealing, as it encompasses, for example, situations
where a former employee who agreed in a nondisclosure agreement not to disclose the trade secret,
nevertheless uses that information in a subsequent job in a way that economically benefits a new
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employer. The information was not stolen, but it was used in a way that violates the protection in place
around the trade secret.

As discussed earlier, a corporation making the claim that the trade secret was misappropriated must be
able to demonstrate economic damage from the misappropriation. That can be quite difficult for CoCR
information elements, which raises, once again, the valuation arguments.

In addition, the statutes, case law, and associated commentaries describe actions that do not constitute
misappropriation. Each states that it is not misappropriation to discover the information through
“proper means.” “Proper means” is not fully defined, but has been recognized to include at least: 1)
reverse engineering the information, 2) independent development or discovery, and 3) observation of
the secret in public use (for example, where a product was created using proprietary knowledge that is a
trade secret and a person using or observing the product figures out the secret).?® A corporation’s
revenues, profits, capital investments, employees, and tax payments are the types of information that
could be discovered through proper means or become public information in many ways — through
corporate filings, regulatory actions, criminal proceedings, litigation, Congressional investigations,
business negotiations, stock or business analysis, or media stories, among other avenues. Because CbCR
information elements are the type of general business data points that would be of interest to a broad
array of investors, regulators, policymakers, the media, and the public, the enforcement approach
suggests another series of reasons why CbCR information should not be treated as trade secrets.

Other Countries and Similar Disclosure Regimes Do Not Treat CbCR Data as Trade Secrets

It is important to note that information similar to that subject to CBCR is already being publicly disclosed
under other transparency regimes without adverse impact. By definition, when the OECD, other
countries, or accounting bodies mandate public disclosure of specified corporate information, they have
made a policy determination that such information is in the public interest and does not qualify as a
trade secret.®

The Extractive Industries Transparency Initiative (EITI) %, the EU Accounting Directive3?, the EU
Transparency Directive3?, the EU Capital Requirements Directive33, the Canadian Extractive Sector
Transparency Measures Act**, and the not yet implemented Section 1504 of the Dodd-Frank Wall Street
Reform and Consumer Protection Act® all require country-by-country, and in some cases project-by-
project, public disclosure of the same, similar, or even more granular information than is required to be
disclosed under CbCR. None of these transparency measures has caused the type of economic harm
that would have resulted if the disclosed information were, in fact, trade secrets whose disclosure
would severely damage particular corporations.

In its 2018 compilation of peer review reports on implementation of CbCR, for example, the OECD
found:

e For Argentina:

It is noted that Article 11 of the secondary [implementation] law provides that: “The information
contained in the Country by Country Report does not imply, by its nature and content, the
disclosure of trade, industrial or professional secrets, commercial or informational processes,
which disclosure is contrary to the public interest.” Argentina explains that the purpose of this
provision is to clarify that information to be provided in a CbC report should not be considered
as trade, industrial or professional secrets, commercial or informational processes, which
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disclosure would be contrary to the public interest. Thus, taxpayers may not invoke these as a
basis for refusing to provide information in a CbC report.3¢

e For Lichtenstein (historic bastion of financial secrecy):

It is noted that Article 14 of the [Lichtenstein] CbCR Act provides that “statutory provisions
concerning data, professional or commercial secrets do not preclude the disclosure of
information (...) unless it is information covered by protection of confidentiality pursuant to §
108 paragraph 1 subparagraph 2 StPO (Code of Criminal Procedure) and its disclosure would
represent an inadmissible circumvention of confidentiality as defined in § 108 paragraph 3 StPO.
Constituent Entities resident in Liechtenstein are released from their obligation of
confidentiality to the equivalent extent”. Liechtenstein explains that this is an exception to the
principle of disclosure: a lawyer subject to legal privilege is not required to divulge to the Fiscal
Authority information that has been entrusted to him in his capacity as a lawyer for the purpose
of legal advice or for the purpose of use in existing or contemplated legal proceedings. The
lawyer must disclose any other information to the Fiscal Authority. Therefore, CbCR information
itself is never subject of the legal privilege and has to be exchanged.?”

US-registered companies do not have unique attributes that would make this information trade secrets
for them but not for similarly situated companies in Europe or Canada.

Conclusion

Some critics of CbCR disclosure requirements incorrectly claim that they would require the disclosure of
corporate trade secrets. That misplaced argument sometimes succeeds, because few people
understand what a trade secret is, and because the law itself is complex. The bottom line is that, while
CbCR information may satisfy some of the statutory elements of what constitutes a trade secret, it
cannot satisfy all of them and therefore CbCR information does not qualify as trade secret information.
In addition, the inability to delineate the economic damages that would result if CbCR information were
to be misappropriated again indicates it does not qualify as trade secrets. Finally, multiple foreign laws
and jurisdictions have disclosed the same or similar information without adverse impact, demonstrating
that the disclosure of trade secrets is not occurring.

CbCR would not reveal trade secrets. Policymakers should put analysis above rhetoric and require the
disclosure of CBCR information in public financial reporting.

For more information, contact Clark Gascoigne at cqgascoigne@thefactcoalition.org.
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